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Social media is a powerful and prolific communication mediumamong the public, replacing traditional forms like television and print. The Department’s
desire to communicate with the publicis part of the charter of Law Enforcement. Therefore, utilizing technology (i.e., Social Media) is critical for the
Departmentto maintain effective communication with the public. To be effective, Social Media re quires collective participation. Management by the
Public Affairs Office orbya PIO is insufficient and ineffective. Social Mediaisa tool thatcan help the Department accomplish the goals of improving
our community through communication and cooperation.

Social mediais the newstandard in communication, and agencies who centralize its usesolely through the Public Affairs office are missing an opportunity
to engage the community on anindividual level not seen since the adoption of the police car. Departments that utilize an authoritarian approach to
centralized communicationvia a single social media channel furtherisolate the mselves fromthe public’s reality, while dehumanizing their officer in the
process.

The currentstate of social media usage bylawenforcement mustbe alteredto allow all officer’'simmediate and unfettered access to the public they
serve, by whichever channels are the most beneficial to serve the needs of both entities. To achieve this outcome, attitudes, as well as polides, will
need to change regarding social media. Additionally, adoptinga known and well established model fortraining will allow de partments and academies
to more easilytransition to more inclusive models of social media use forall agency personnel.

Introduction History

In February 2014 when DallasPolice ChiefDavid Brown asked his How law enforcement came to its current anti-position onsocial

supervisors to find personnel who would voluntarily “tweet,” media hasits roots inthe early missteps of many departments’ early

eyebrows were raised. adopters. Whileeveryregioninthe countryhas an example of law
enforcementusing socialmedia badly, the followingexample from a

An earlyadopter of social media, Chief Brown had previously been young State Trooperin Central Indiana is typical.

noted inlocalandregional pressforhis use of social media to

announce events, departmentdecisions, evento openlydiscuss OnlJune 17,2009 Indiana State Trooper Chris Pestow resigned from

employee misconduct and discipline. Reaction to the request for the Indiana State Police ratherthan face discipline from his

“tweetvolunteers” announcement was met with skepticism and department. Mediareportsatthetimeindicated he facedinternal

resentment from the ranks of the police department. chargesincludingviolating department policy, improper use of
departmentequipmentand fourviolations of conduct unbecoming

The vice president of the Dallas Police Association said, “I don't think an officerbutthe realreason he resigned was Facebook.

it's the properuse of police resources. | thinkthe citizens of Dallas

expectus to investigate crimes, answer calls, and put bad folks in Acquiring a Facebookaccountin 2008 Trooper Pestow posted a

jail...that's what we do.” varietyof questionable postings relating to his personal habits and

opinions about his agencyand his work.
“To be honestwith you, he continued, “I don't think the cityleaders

or taxpayers expect us to be tweetingwhen we should be arresting WTHR News (Indianapolis) “broke” the storyin March 2009 with
people.” these comments:

An online law enforcement website reacted with the title, “Dallas Over the past several months, Pestow has used his

chief wants officers tweeting from crime scenes,” promoting Facebook page to brag of heavy drinking. He also posted
members of the website to not only questionthe soundness of the pictures of a crash involving his ISP cruiser.

policy, butto alsorequest ChiefBrown’s removal based on

psychol ogical reasons "Oops! Where did my front end go?" he wrote when he

posted the picture. Later, while discussing the accident

The Dallas Police Department intended to better connect with their with his friends on Facebook, Pestow added, "Kiss my butt,
public. From theirinitial press briefing: “We want officers to be Not my fault."
prepared to use social media to speak directlyto citizens in the case

And he isn't shy about sharing his views of police work,
of majorcritical incidents, like the bombings in Boston [April 2013].” y g fp

referring to himself as not a state trooper, but as a

Social media had provided the Boston Police with valuable real-time "garbage man." His Facebook page said, "I pick up trash
information, which greatly assisted the departmentinthe search for aliving."

and eventual arrest of Dzhokhar Tsarnaev, later convicted forthe

bombing. Social media had worked forthe policeinBoston, and

afternearlya yearof thought, Dallas’ Chief Brown hoped it would

work forhis agencytoo, butsocial mediais a tough subject formost

law enforcementagencies today. It's beenthis waysincethe

beginning.
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Police say what [WTHR] 13 Investigates found on Trooper

Chris Pestow's personal Facebook page is embarrassing
and might even be against the law. Some of the entries
showed Pestow with a .357 Magnum pointed at his head,
drinking what he described as lots of beer with his buddies
and lewd horseplay.

The resulting investigations would ultimately prompt Pestow’s
resignation and produce a short suspension of Indianapolis Metro
Police Department Officer Andrew Deddish (pictured with weapon).

Less thantwo months afterthe media broke the story ISP Assistant
Superintendent, Colonel Richard S. Weigand, issueda stern memo to
the Troops onthe use of Electronic Technology. Itincluded:

Employees shall complywiththe following:

1) Exceptinthe performance of anauthorized duty,
employees shall not post, transmit, reproduce, and/or
disseminate information (text, pictures, video, audio, etc.)
to the internetoranyotherforum (publicorprivate) that
would tend to discredit orreflect unfavorablyuponthe
employee, Department, oranyof the Department’s
employees.

2) Employees mayonlyuse Department computers for
reasonableand limited personal use; andthatuseis de
minimus (so minimal orinsignificantthatitdoes notgive
rise to a level of sufficient concern to be dealt with
judicially). Use of Department computers to access social
networking sites (Facebook, MySpace, etc.); orto buy, sell,
or trade, whetherof a personal orbusiness nature (eBay,
Overstock, etc.) is not consideredreasonable, limited, or
de minimus use. Employees whowish to utilize
departmentcomputersto join orvisit professional-
business related networking sites shallrequest permission,
through channels from theirappropriate zone, division, or
districtcommander.

3) Employeesshallnotrepresentthemselves asanemployee
ofthe Departmentina publicforum with anyinformation,
opinion, orposture that would tend to discredit or reflect
unfavorablyuponthe employee, Department, oranyof
the Department’s employees.

The document concluded with:

Superintendent Whitesell and his staff stand firm to
protect the hard-earned reputation of this agency and will
take swift and immediate actions toward any member who
would disparage our good name...

Upon careful reading, the memorandumdoes not prevent personnel
from posting to social media ontheirowntime. Infactitdoes not
preventemployees from posting orengaging socialmediaatall. It
onlyrestricts the time and nature of those posts. Butthe general
intentand its effect was altogether clear. Social mediais bad, and
this administration (like manyothersinUS law enforcement during
this time)willtake swiftandimmediate actions toward any member
who usesit. Sonobodydid.

Memos like this one from the Indiana State Police and other
agencies during the advent of social media time were common and
intended to “nip” bad behavior among theirranks “in the bud.”
Theireffectwas more pronouncedthan theycouldhave ever
imagined. Instead of engaging a new medium for communication
with the public, theycompletelystifled their personnel’s
opportunityto learn and masterthe space. Thisis a learning deficit
is still painfullyapparenttoday.

Chris Pestow was notthe first Trooperto drinkwith buddies, nor
was Andrew Deddish the first officerto rough playwitha duty
weapon. Norweretheythe firstto have theiractions photographed
forposterity. And surely, the command officers who disciplined
these two must have beenthankful theydid not “come up” during a
time of cell phones, internet and social media.

The job of being“law enforcement” comes withits rewards and
challenges. Inyears past, behaviorlike what cost Trooper Pestow
his careerand Officer Deddish a few days off without pay would
have been lookedupon bythe “old timers” as minorinthe cathedral
of bad behaviorand misdeeds. Aperson doesn’thave to reach too
farbackinthehistoryof mostlawenforcementagencies to know
thattheseexploits byyoung personnel simplywouldn’t have raised
much attention.

Butwith the adventof socialmedia, fastinternet, andthe reduction
in activities inwhich previous generations of law enforcement
acceptedascommon place (e.g. “choirpractice” ordrinking
excessivelyaftershiftwithpeersina “police bar”), everything
changedquicklyforgeneration of officerentering the Fieldinthe
firstdecade of the new century.

Previous generations of law enforcement, their friends and families,
knew thattheirjobs wereinherentlydangerous and oftentraumatic.
Respondingdailyto situations where people were attheirlowest
point, being the onlystable forceinthe environment, and requiring
the officerto calmlyassess and process the situationto a peaceful
resolution has beenwell documented to prematurely shortening the
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officer’s lives, eveniftheyweren’tkilled on visiblyinjured on the
job.

The “old timers” in a departmentknew the truth aboutbeingon the
job. Sowhen a couple of youngofficers wentoutdrinking, theytook
itinstride, knowingtheirlives were trulyin dangeron aregular
basis,andthattheywouldlikelybe exposedto the death and
destructionof livesin the furtherance of their jobs, theywere
forgiven fortheirindulgences.

Butwith the dawn of socialmedia, cell phone andtheinternet, what
had been as secretwas now public, whathadbeenacceptedwas
now admonished, and whathadbeen dealt with internallynow had
to be publicallyaccounted and often, especiallywiththe early cases,
dealtwith quicklyandharshly. Choirpractice was over.

Arguments against Social Media and Law Enforcement

The argument against law enforcement using social media are well
founded, and most frequently come more the departments and
theirpersonnel more oftenthanfromthe public. Notbased on
mere anecdotal evidence, there numerous examples of law
enforcement officers misusing the medium, embarrassing
themselves andtheirdepartments.

At the turn of the last decade, agencies sawthe negative effects of
social media andreacted swiftly. Officersand personnel saw the
effects of those actions andlearn vicariouslythatanythingto do
with social mediais likely detrimental to their careers.

The common arguments against officers using social media have
remained consistentsince itsinception:

“They going to jeopardize a case”
“We can’t trust these guys to do it right”
“Whatif they getit wrong?”
“It’s the PIOs job”
“It's nota unified message if 20 cops are doing it”
“Officer Safety, it's not safe to tweet”

“Theyshouldbe arresting people, notupdating their social media
profile”

And while the arguments against law enforcement’s use of social
media have solid standing, theydo not provide anyinsightor
solutionto the reality of the situation: Social mediais nota fad, itis
a fact. It’s used bymillions of Americans as a primarysource of
news, information and interaction with theirpeers. Butlaw
enforcementisn’t part of conversation.

When looked atobjectively, itseems almost bizarre thatlaw
enforcement, a group dedicated to serving the needs of the public,

save fora few posts bythe PublicInformation Officer, is nearly
completelyabsent from this primary medium of interaction.

Anotherrecentexample of social mediaanditsimpact helps make
the pointthatlaw enforcement needs to better understand social
media, changeitattitudes towardthe medium and embracea new
models of behaviorforits personnel.

Ferguson, Missouri

In August 2014, in Ferguson, Missouri, MichaelBrown, was shotand
killed by Ferguson Police Department Officer Darren Wilson aftera
routine pedestrian stop.

News reports atthe time of the incidentdidn’t revealwhatwas to
become a national debate on police use of force, racial biasinlaw
enforcement, marked by months of national protests andriots.

This from KSDK-TV (St. Louis, MO.) August 14,2014, 5 days afterthe
shooting:
ST. LOUIS COUNTY, Mo. — An 18-year-old shot and killed
near a Ferguson apartment complex Saturday afternoon
had no criminal record, according to the St. Louis County
Prosecuting Attorney's office.

According to police, Brown pushed a Ferguson Police
Department officer into his car. Then, both struggled and
at some point, Brown reached for the officer's weapon
before a shot fired inside of the car followed by a number
of other shots. Brown was not armed.

St. Louis County Prosecutor's office confirmed that Brown
had no prior misdemeanors or felonies against him.

A preliminary autopsy showed Brown died from gunshot
wounds. An official autopsy will be released later.

Wednesday afternoon, Brown's body was turned over to
his family. Wednesday evening, police again used tear gas
to disperse crowds that gathered inthe predominantly
black suburb of St. Louis.

After exhaustive investigations by the St. Louis County Police
Department, the St. Louis County Prosecuting Attorney’s Office (and
a seatedgrand jury), The Missouri Highway Patrol, the Missouri
Governor’s Office, andthe U.S. Department of Justice, Officer
Wilsonwas cleared of anywrongdoing, foundto have acted
properly,and in self-defense, in accordance to his agencies policies.

Even though subsequentinvestigations bythe U.S. Department of
Justice wouldfindthe Ferguson Police Departmentseverelylacking
inits service of the citizens of Ferguson, MO, the shooting of
Michael Brownwas ruled reasonable andjustifiable, withinthe
acceptable standards forlawenforcement.

AttorneyGeneral EricH. HolderJr. himselfreleased an 86-page
report detailing the findings of the Justice Department’s work,
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concluding, “The facts do not supportthe filing of criminal charges
against Officer Darren Wilson in this case. “For those who feel
otherwise, hesaid, “l urgeyou to readthisreportin full.”

So how did a justifiable shooting ina blighted suburb of St. Louis
create unrestandriotsincities across the US andgain world
attention? Thelongansweristhata powderkeg of injustice was
stockpiled foryears amongthe mostly black citizens of Ferguson
policedbya poorlymanaged mostly white department. The
shootingof Michael Brown, justifiable ornotinthe eyes of the law
orinthe courtroomof publicopinion, was the match tossedonto
the pyre. The shortansweris:Social Media.

Social Media’s Role

If notforsocial media the events of the Michael Brown shooting
would have likelybeen reduced to a footnoteina use of force
report. Outside of the families of Brownand Wilson, their lives being
changedforeverbythe events, manypeople would have forgotten
aboutthe eventsiftheyhadeverheard of them. Butsocial media
playeda prominentrolein the dissemination of the incident,
magnifying theimpact of the events, creating a compelling narrative,
and initiatinga chain-reaction of angryand protests.

Michael Brownwas notthefirst, unarmed black man killed by white
police officers, but the image of him lying face downina streetasa
pool of sun blackened blood was the first of its kind launched via
social media onto tens of thousands of cell phones nationwide.

As the image (and videos) of Michael Brown laying inthe street were
disseminated (a feat easilyaccomplished by numerous people with
even modest cell phones, since his bodywas left exposed), the facts
of the case, wouldplaya secondaryrole to the tidal wave of
information being shared via social media. The image of Brown
mighthave beenenough on itsownto push the populace to action.
Butthere was much more to come, social media was just getting
warmed up.

Michael Brown lies in street uncovered for 4 hours.

Almostimmediately following the shooting, DorianJohnson, who
was walking with Michael Brown in the street priorto their contact
with Officer Wilson, beganto release a version of events which
addedgasoline to the alreadysmoldering situation. Johnson
claimedthat Wilson, not Brown, was the aggressor, swearing at the
young men from inside his patrol vehicle, slamming his door against
them both, grabbing Michael Brownaround the neck and pulling
himinto hiscar,where hefirstshothim. Lateras Michael Brown
fled for his life, according to DorianJohnson, Officer Brown ran him
down before shooting him execution style, Brown open hands raised
to skybegging the officerto stopshooting. This versionof the story
(later deemed “unreliable” based both on numerous witness
accountsandtheforensicevidence) wentviral, thenitwentsuper
critical. Itwas a compelling, and for manybelievable scenario, and
more importantly,itwasthe onlystorybeingtold.

ﬁ Elizabeth Matthews 5 <o Follow

Police line growing on w. Florissant avenue
people still chanting "no justice no peace"
tFergusonShooting @ksdknews

202 53 SERERtonBd

Elizabeth Matthews Twitter, August 10, 2014, News 5 KDSK

The storyofaninnocentblack youngmanbeingshotto deathinthe
streetbya rogue white officer was simply more compelling thanthe
truth, even when the facts were presented bycredible sources. And
social mediawasn’tdonejustyet.

As if the narrative of brutal, racist police killing unarmed black
childrenin the streets wasn’tenough, the imagescoming from the
earlyFerguson protests continuedto painta picture of a
department. Ferguson Police (presumably mostly white) in full riot
gearfacing offagainstangryblack crowds. Images of St. Louis
CountyPolice Tactical Team scoping the crowds behind the optics of
a .308 rifle didn’t ease the tension in the city. Manycommented on
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social mediathatthe images seemed more appropriate forlragor
Afghanistanthana St. Louis suburb.

Jeff Roberson/AP August 13, 2014

Police officers in riot gear confronted a man Monday night during a
protest in Ferguson, Mo., over the shooting of Mr. Brown. Whitney
Curtis for The New York Times

$100,000 QuUESTION

S sniper is surveying huma

A: Baghdad, Iraq B: Aleppo, Syria
C: Islamabad, Pakistan D: Ferguson, Missouri

11

Social media was quick to mock the activity August 14, 2014

Easing of Tensions

On August 15thtwo things happened which changed the tone and
easedthe tensionsinFerguson,and one which re-ignited the fire.
First, Missouri GovernorJayNixon putthe Missouri State Highway

Patrol in charge of security. Second, nearlya weekafterthe
shooting, Ferguson Police Chief Thomas Jackson revealed Officer
Darren Wilson as the officer who shot Michael Brown. Atthe same
time Wilson was identified, stillimages of Brown and Dorian
Johnson were released showingwhat was being called arobbery.
The timing of the release of the imageswas questioned, some
claimed Missouri’s Sunshine laws dictated the time window, the
publicwas skeptical. On August 16thvideo of therobberyitselfwas
released showing Brown stealing approximately $50in cigars from
behind the store counter, pushing his way out of the store when
confronted bythe clerk.

Even afterthe Ferguson Police Departmentreleasedthe in-store
video of the theftitself, the tone of the debate didn’t change.
Instead of changingperceptions of Brown from victim/anti-hero to
criminal/robberysuspectitonlyincreasedthe public’s outrage as
peopletook to social media claiming the police were tryingto justify
the shooting via a characterassassination. Beforethe endof the
year, protests wouldtake place in numerous America cities and calls
forchange would ring from the highest offices. Ferguson was a
definable moment of change forlaw enforcementandthe public.

Reflections on Ferguson: One Year Later

The US Department of Justice would eve ntually clear Officer Wilson
interms of wrongdoing, butitlaid clearindictments againstthe
Ferguson Police Department.

Released in March 2015 the Justice Department’s “Investigations on
the Ferguson Police Department” memostatedthat “Ferguson’s law

enforcementefforts are focused ongenerating revenue and
Ferguson’s law enforcement practices violate the law and
undermine community trust, especiallyamong African-Americans”.

The issues facing the citizens of Ferguson, MO and its Police
Departmentwere long-standingand well known among both
residents andlaw enforcement. The system of law enforcement as a
governmental service to the residents of the community was broken
wellbefore Michael Brown attacked and was eventuallykilled by
Officer Wilson. Butthe events of Wilsonand Brown’s interaction
exposed asimple truth from which many communities (and law
enforcementagencies)acrossthe country took notice: The problem
wasn’tisolatedto a poorly functioningcommunity outside St. Louis.
The problem was everywhere.

Law enforcementacrossthe United States knew butforonlya few
random changes, the events which embroiled the nation for months,
images of protesters carrying signs painted withraised black hands
and policeinfull riotgear, the world would know the name of their
cityinstead of Ferguson, Missouri.

The US Department of Justice report outlined 13 areas of change
“necessaryto remedyFerguson’s unlawful lawenforcement
practices andrepaircommunitytrust.” Includedwere guides on
hiring, supervision, communityinvolvement, training, ticketing and
arrest practices, use of force, and officer misconduct. Butthe final
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change could have begun thelist, and if even partiallyimplemented
would have helped address everything else onthe list:

13. Publically Share Information about the Nature and
Impact of Police Activities

Transparency is a key component of good
governance and community trust. Providing
broad information to the public also facilitates
constructive community engagement. FPD
should:

a. Provide regular and specific public reports on
police stop, search, arrest, ticketing, force, and
community engagement activities, including
particular problems and achievements, and
describing the steps taken to address concerns;

b. Provide regular public reports on allegations of
misconduct, including the nature of the
complaint and its resolution;

c. Make available online and regularly update a
complete set of police policies.

And while not expresslyfocused on social medig, this final section of
the report makes clearthatthe transparent sharing of material from
the police departmentto the public, online, is a keycomponent of
establishing trustandimproving relationships.

Clearlysocial mediaplayeda roleinthe eventsin Fergusonin August
2014. ButTwitterdidn’tcause “Ferguson”,andif the Ferguson
Police Departmenthad hada Facebookpageinthatsummerit
would nothave prevented the ensuing riots and discord after
Michael Brownwas killed.

But,if Ferguson Police Department had hada different relationship

with theircommunity, if theyhad engagedtheir community, bothin
personandonline, one could image a verydifferent series of events
occurring on August 10th 2014.

Solutions, Social Media, and The Magic Bullet

If social media playeda roleinthe build up to the events of the post-
shootingof Michael Brown, perhapsithasarolein repairing
relationships and creating bridges betweencitizens andtheir police.

The International Association of Chiefs of Police’s Center for Social
Media has surveyed law enforcement’s use and application of social
mediasince 2010. Theirmostrecentresults (2014 |ACP Social Media
Survey) are revealing both about howthe field uses social media and
how itstilllimits its effective application. Theinitial statsare
encouraging. Of the 600 agencies surveyed:

e 95% use social mediain some capacity:
e 71.7% have a social media policy
e 82.3% use of social mediais forcriminalinvestigations

e 78.8% reportthatsocial media has helped solve crimes
e 77.5% state thatsocial media hasimproved police-
communityrelationsintheirjurisdiction.

Buton closerexamination, some clearholes areleftin the data:

Forthe questionwho manages youragency’s publicallyfacingsocial
mediaaccountson a dayto daybasis (selectallthatapply)

e 39.3% Public Information Officer
e  26.7% Command Staff

e 24.1% Chief Executive

o 21.3% Civilian Employee

e  18.2% Officer

Nowhere inthe surveydoes it suggest thatindividual officers could
control theirown socialmedia channels. And ontrainingthe figures
are equallybleak, indicating most agencies do not offer any training
on social media whatsoever.

67.9% do notofferacademytrainingin social media
52.2% do notofferin-service training in social media

The events of Ferguson, to evena disinterested observer show how
powerful a medium socialmedia has become. Itisa dynamic,
individuallylead force, which is capable of quickly establishing
“truth”, which once lodged intothe consciousness is difficult to
change even in the face of truth andreality.

Law enforcement must change their perceptions of this media, they
mustembrace it,and theymustutilizeitforthe good of theirown
departmentandtheir personnel,and forthe good of their
communities.

So how are Agencies doing Today?

The IACPstudyindicates that nearly 100% of law enforcement
agencies use some social media insome capacity. This standard
shouldnotbeusedasanindicatorforeffective dialog between a
departmentandits citizens. The factthat mostagencies relegate
management of their “social media” to their PIO or executive or
command staff also shows a majordeficitinthe dialog between
individual officers and the public. Individual officers arestillundera
mandate, both in policyand practice, to stay off of social media.

One interesting factthatseems to be lostinthe noise overthe
events inFerguson was that the citizens didn’tknow the name of
the officerwho shot Michael Brown, and nobodyseems to thinkthis
is unusual. Butthis pointalone underliesa much largerproblem
then even law enforcement’s inept understandingand use of social
media. It'sanindictmentonthe nature of the base interactions
betweenindividual police officerandthe peoplein theirimmediate
districts.

There was a time when officers were well knownintheir
communities, byfaceand byname. And without waxing nostalgic
fortimes past, (thismight have also beenthe time when street
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justice and choirpractice were thenorm)butitis neverthelesstrue:
People knew who policedthem. This individual connection has been
lost. Police officers have been dehumanized witha lossof their
individualidentity; thisis made even more pronounced when officer
are placeinto helmetsandriotgear.

Most officers today (andtheiragencies) take great stridesto remain
anonymous, and in today’s interconnected societythat featis
increasinglydifficult, thattheyare as effective atitastheyare
speaks to the underlying effort.

Social mediais bestrun byindividuals. Concerns aboutindividual
officers runningsocial media have always been thenorm, but
withouttraininghow could theyexpectedto achieve even
satisfactoryperformances?

The Proposal

Law enforcementhas a nationallevel problem with communication
and relations withthe public. Anysolutionto the overallproblem
mustaddress transparency, information disseminationand access.
And allof these can be greatlyfacilitated by social media.

To build (andinmanycases to re-build) trust within acommunitya
law enforcementagency must fundamentallyre -think social media,
the roles social media plays in the lives and careers of individual
officers, existing social media policies and the department’s
relationship with theircommunity. To meetthese goals, we offer
the followingvisionstatement:

All officers and agency personnel, after receiving training in use,
agency goals and standards, should be allowed to manage social
media channels of their own choosing, independent of direct
oversight, with the full support of their Executive and Department.

One of the first steps in implementing this visionis to recognize that
social mediacannot,asithas been doneinthe past, be managed by
a single pointwithin a police department. This authoritarian
perspective of centralized communication is diametricallyopposed
the tenants of social mediaanditdoesnotwork. Socialmediais by
definition: Social. Itcannotbe effectivelycontrolled bya single
spokesperson. Itisthe mosteffective when itisallowed to ebband
flow across theinternet. The undisciplined, fluid nature of social
mediais difficult forlaw enforcementto accept, butitistheonly
waysocial media can operate.

Training

Training Law Enforcement: Weapons

As a group, Law Enforcementis familiar with training. Starting atthe
Academypersonnel become familiar witha process foracquiring
new skills. Students begin with classroom training then move on to
hands-on practical exercises. More challengingskills include
mentorship and closer monitoring before personnel are allowed to
utilize a skillindependent of supervision. Everylaw enforce ment
officerinthe United States since the 1980s has gone through this
processto acquire most basic policingskills and virtuallyall psycho-

motorskillstechniques (for example: firearms, driving, and
defensive tactics). The morevaluable the skill to policing, andthe
greaterchancethatincorrect officeraction couldviolate the law,
causeinjuryorincurcivil liabilitythe longerand more precise the
training.

Weaponstrainingis the classicexample forhow personnel are
trained. Mostlaw enforcement personnelina20yearcareerwill
nevershoottheirdutyweaponinthe course oftheirduties, but
weapons training typicallyinvolves the longest single block of
training atthe academy, and the most frequent subject to require
continual annual trainingandre-certification. In short, because of
the potential forharm or misuse, personnel are trained (throughout
theircareers) for something, statistically, theywill neveruse.

Training Law Enforcement: Social Media

Effective social media training will require the same levels of training
(althoughnotnearlyas extensive) as weapons training. Before
officersare allowedbytheir departments to engage the public with
social media theyshould receive similartraining as theyreceive in
weapons, tactics ordriving. The consequences of allowing
personnel to utilize social media yet not properlytraining them, are
equaltoifnotgreaterthannotprovidingan officer a dutyweapon
withouttrainingthemin its use.

The steps to actually provide law enforcement personnel needed
social media skills are the following: Classroom training (either
instructorled, or possiblyonline training), Hands-on training (to
provide real world. Mentorship, and supervisorduring the early
stages aftertraining to ensure the quality, tone and nature of the
officer’'s communication are within the culture and policy of the
department. Officers,evenifallowed (and encouragedto do so by
policyand practice) will be gun-shyabout posting to social media.
Theyhave been admonished to curtail their use of the medium fora
longtime. Knowing (andbelieving) thattheywillnotbe
administrative disciplined if they “do something wrong” during this
learning processwill go a long waytoward developinga valuable
assetfortheagency. Finallythe laststepis: Independent Action
with Discretion. Ifanagencyisto take full advantage of social
media, then its officers and indeed all of their personnel, will need
to operate independently, without requesting permissionfrom a
superiorforindividual tweets or posts. Officers on the streetdon’t
ask permission to stop avehicle. Theyhavebeentrainedin
operations, policyand procedures,andare allowed to take
independentaction. Buttheyarealso trained to use discretion,
which isthe freedom to decide whatshouldbe donein a particular
situation. Justbecause anofficer can write a citation, doesn’t mean
theyare obliged to write one foreveryinfraction. Social media
postings are thesame. Tweeting from a crime scene maybe a very
logical course of action, given the circumstances, butitmaybe also
be the wrong decision. With experience (and training and
mentorship)those decisions are more and more likelyto be correct.
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Model Policy Considerations

The IACP Social Media Model Policy (rev. 2010), is oftenused as
basisforindividual agenciesinthe creating theirown policy. Butit
misses several keycomponents of a modern understanding of s ocial

media. Namelythatsocial mediacannotbe controlled (or
centralized) and, a corollary, thatin cannot wait forauthorization
froma centralsource. The IACP Policyalsofails to guide agenciesin
methods of deployment across theirentire agency, whichcan
provide countless benefits to both the department, their personnel
and the peopletheyserve. Instead of guidance forindividual
officers, a fulltwo page of the five page policyis dedicated to
Precautions and Prohibitions.

Law enforcement, frequently embraces policy development by
creatingareactive policy based on previous negative experiences:
guide to make sure thata mistakeis notrepeated. Butverylittle
forethoughtis givento permission. A policyshift shouldbe made to
direct officersin the correct use of social media ratherthana list of
thingsthatcan getthem in trouble.

Conclusion

In August 2014 Dallas Police Chief David Brown, alongwith Dallas
CountyDistrict Attorney Craig Watkins and Dallas County Sheriff
Lupe Valdez heldtown meetings to let members of the publicvent

theirfrustration overthe eventsinFerguson.

"I'd much rathertheyshoutatme atatown hall meetingata church
and getto know me afterward thannot have arelationship," Brown
said. Aftera police shootinghas already happened, "it's too late to
try to establishrelationships."

Aboutthe mistrustblackandlatinocommunities have with the
police, Craig Watkins added, “Thisis arealitythatwe dealwithin
this country. And until we face it, we're always goingto have issues
like Ferguson. | don'twantto have the same thing happenhere [in
Dallas]."

Indeed, thereis awide gulf of trust between communities of color
and the often disproportionallywhite officerthat police them.
Because of this reality, communication channels and entire systems
need to be developed and utilized. Social media will not be the
answerforall of society'sillsbutitcanand will,if utilized
appropriately, byall members ofa lawenforcement department,
make greatstrides inre-humanizing officers, and re-connecting
citizensand the menand women who offertheir lives to police
them.

Communications Model Policy
Prologue:

Social media is a powerful and prolific communication medium
among the public, replacing traditional forms like television and
print. The Department’s desire to communicate with the public is
part of the charter of Law Enforcement. Therefore, utilizing

technology (e.g. Social Media) is critical for the Department to
maintain effective communication with the public. Social Media is
at its core: Social. To be effective Social Media requires collective
participation, management by the Public Affairs Office or by a PIO
is insufficient and ineffective. Social Media is a tool which can help
the Department accomplish the goals of improving our community
through communication and cooperation.

Department Sanctioned Use of Social Media

100.01 The terms “Social Media” referto a varietyof internet based
sites/services which allow people to communication with
one anotherbyposting (typicallyina publicforum)viaan
established system; participants can provide directand
immediate feedback.

a. Social Mediaincludes butis notlimited the following:
Facebook, Twitter, Google+, LinkedIn, Nixle, Citizen
Observer,YouTube, Instagram and Vine.

b. A “Post”refers tothe actof publishingcontentor
responding existing content.

100.02 The XXX Department (hereinreferred to as the
Department)fullyendorses the use of Social Media for
police personnel to communicate with thecitizensin their
community. As such this policyis considered to be a
proactive approachto allowingstaff, officers, supervisors
and executives to use Social Mediaindividuallyand
collectivelyto communicate to the public.

100.03 The Chiefof Police or his/herdesignee willoversee the
Department’s Social Media strategy.

100.04 Priortofirstuse, personnel will receive Training on Social
Media

a. Trainingwillinclude classroom and hands-on practical
applications.

b. Trainingwilladdress effective uses of SocialMedia to
benefitthe Publicandthe Department.

c. Trainingwilladdress applicationsanduses forall
Department personnel regardlessof positionorrank.

100.05 Afterinitial Training, personnel will receive Mentorship in
the use of Social Media.

a. A memberssupervisorshallregularlymonitor postings to
Social Media.

b. Supervisors shall give regularfeedbackto employees on
theiruse of Social Media.

c. Supervisors willtake corrective actions on issues thatare
deemedto violate anypolice of the XXX Department.
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100.06 Work related postings maybe done on Departmentissued
computerequipment. Personal use of SocialMedia can be
done inthe context of the personal use agreement
provided bythe Department.

100.07 Personnelrecognize the need forofficer safetyandvictim
safetywhile using SocialMedia:

a. Social Mediawillonlybe usedwhen itdoes notdistract
the officerfrom anyserious ortactical situation.

b. Social mediawillnotbe usedto broadcastvictim
informationthat can readilyidentifya victim of a crime or
otherwise create harm fora victim.

c. Personnelin doubtaboutposting on Social Media
channels, should consulta Supervisor forguidance and/or
authorization.

Records Retention/Terms of Use Disclaimer

100.10 Social media willbe monitoredon a regular basis.
However, disclaimers will be placed on Social Media
channelsthattheywill not be monitoredon a 24 hour
basis. While not monitored ona 24 hourbasisall
personnel using Social Media will respond to requests as
soon as practical.

100.11 Records will beretainedinaccordance with the Freedom
of Information Act (FOIA) and/or State and local record
retention policies.

100.12 Adisclaimerwill be posted on each Social Media channel
which states that Posts willbe removedif theyviolate the
terms of use established bythe Department.

100.13 AnyPostremoved from a Social Media site will be saved
and catalogued bythe Department.

100.14 Members of the Publicwho are “banned” from using
DepartmentSocial Media channels will be givena reason
fortheirbanshould an inquirybe made.

Investigations Use of Social Media

100.15 Departmentpersonnelare encouragedand should use
social media whenpracticalduringanycriminal
investigation.

100.16 Personnelwhocreate an alias profileare bound bythe
terms of use forthe socialmedia platform,andas such
understandthatthe profilecan be deactivated bythe
social media platform.

100.17 Anyelectronicevidence foundina socialmedia network
duringaninvestigationshould be captured, collected or
otherwise savedto identifywhen, where and howthe
evidence was obtained.

100.18 The posting of suspects on a socialmediasiteis to
enhance the opportunity to catch the suspect trying to
escapedetectionandistherefore authorized and
encouraged, provided:

a. Assoonaspractical, pictures of suspects shouldbe
removed whenthe suspectis captured

b. Allowing publiccomments to continue on a post could
potentiallyinhibita fairtrial. Investigators should be
mindful of removingposts that continue to generate
comments thatcouldharm a prosecution.

c. Victimandwitnessinformation should be ke pt off social
media postings when atall possible and practical.
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